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|.OBLHIUE NOJIOXKEHUSA

1. Hacrosmee Ilonoxxenue o6 oOecrieueHUH O€30MACHOCTH TEPCOHATBHBIX
JAHHBIX TIpu 00paboTKe B MH(POPMAITMOHHON CHCTEME TIEPCOHATBHBIX JTaHHBIX
(manee — Ilonoxenue) bromkeTHoro mpodeccuoHaIbHOTO 00pPa30BATEIBHOIO
yupexenuss Bomoroackoit oOnactu  «YepemoBenKHil  TEXHOJIOTHYECKUMA
kosutek» (mamee — BIIOY BO «YUepenoBenkuii TEXHOJIOTHUYCCKUN KOJLIEIK)
pazpaborano B cooTBercTBUM ¢ IlocranoBienuem I[lpaButensctBa PD o1
17.11.2007r. Ne 781 «OO6 yTBepX)ACHUH TIOJOXKEHUSI 00 obecrneueHun
0€30MacHOCTU MEePCOHANBHBIX JAHHBIX MPU UX 00pabOTKEe B MH(POPMAIMOHHBIX
CHUCTEMaX MEePCOHATIBHBIX JTAHHBIX).
2. Hacrosimee [lonokenue ycTraHaBiMBaeT TpeOOBaHUS K OOECIICUCHUIO
0€30MacHOCTH MEPCOHANBHBIX JAHHBIX IPHU UX 00paboTKe B MH(POPMALMOHHBIX
cucTeMax [IEPCOHAJIBHBIX  JIaHHBIX BIIOY BO «YepenosBeukuii
TEXHOJIOTUYECKUN  KOJUICIK»,  MPEACTABJISAIONUX  COOOM  COBOKYITHOCTH
NEPCOHANBHBIX JAaHHBIX, cojJepkamuxcsi B 0a3zax naHHeix bBIIOY BO
«YepenoBenkuil TEXHOJOTMUECKUN KOJUIEIDK», a Takke HHGOPMAIIMOHHBIX
TEXHOJIOTUNA U TEXHUYECKUX CPEJICTB, MO3BOJSIONIMX OCYIIECTBISATH 00pabOTKy
TaKuX IMEPCOHAJBHBIX JAHHBIX C HCHOJIb30BAHUEM CPEIACTB aBTOMATH3aLUU
(manee - ”HPOPMALIMOHHBIE CUCTEMBI).
3. Tlom TeXHWYECKUMHU CpPEICTBAMH, IO3BOJISIONIMMH  OCYIIECTBIISTH
00pabOTKy TEPCOHANBHBIX JTAHHBIX, TOHUMAIOTCA CPEACTBA BBIYUCIUTEIHHON
TEXHUKHU, UHPOPMAIMOHHO-BBIYUCIUTEIBHBIE KOMIUIEKCHI U CETH, CPEICTBA U
CUCTEMBI TIEepelaud, TMpueMa U O0OpabOTKM MEePCOHANBHBIX  JIAHHBIX,
porpaMMHBIE CPEACTBA, CPEICTBA 3allUThl WH(OpMAIMK, MPUMEHSIEMbIE B
UH()OPMAITMOHHBIX CUCTEMAX.

II. TEPMHUHBI U OIIPEJEJIEHUSA:
I1.1. TlepconansHble naHHbIE - M00as WHMOPMAIUS, OTHOCSIIASACA K MPSMO HIIA
KOCBEHHO OIPEJCICHHOMY WJIM OIpeAeieMoMy (Gu3ndeckoMy Uity (CyOBeKTy
nepcoHanbHbIX AaHHbX) (cr. 3 ®3 PD or 27.07.2006 r. N 152-®3 «O
MEPCOHAIBHBIX TAHHBIX ).

I1.2.Uudopmanmonnas cucreMa nepcoHanbHbiX AaHHBIX (MCIT/]) - COBOKYITHOCTH



coaep Kalmxcsi B 0a3ax JaHHBIX MEPCOHANBHBIX JaHHBIX U 00ECIEUMBAIOIIUX HX
00paboTKy MHGOPMAIIMOHHBIX TEXHOJOTUN U TEXHUYECKUX cpeAcTB (cT. 3 O3 PO
o1 27.07.2006 r. N 152-®3 «O nepcoHanbHBIX JaHHBIX»).

11.3.06paboTka TmepcoHaIbHBIX JaHHBIX - JII00O€ JeicTBUE (omepanus) WIH
COBOKYIHOCTb JIEUCTBUI (omepalinii), COBEpIIAEMbIX C MCIOJIb30BaHUEM CPEACTB
aBTOMAaTU3allMd WM 0€3 HCIOJb30BaHUS TAKUX CPEACTB C MEPCOHATBHBIMU
JAHHBIMH, BKIIIOYas cOOp, 3alucCh, CHUCTEMATH3allMI0, HAKOIUICHHE, XpaHEHUE,
yTOUHEHUE (OOHOBJICHHE, U3MEHEHME), M3BJICUEHHUE, WCIOJb30BaHUE, Mepeaady
(pacnpocTpaHeHue, MPEAOCTaBIE€HUE, AOCTYI), OO€3IMYMBaHUE, OJIOKUPOBAHUE,
yaalieHue, YHUYTOXEHUE ePCOHANBbHBIX JTaHHBIX (CT. 3 @3 PD ot 27.07.2006 r. N
152-®3 «O mepcoHAIBHBIX TaHHBIXY ).

I1.4. PacnpocTpaHeHue MEPCOHAIBHBIX JAHHBIX - JICHUCTBUS, HAIpaBJICHHbIC Ha
pPacKphITHE NEPCOHANBHBIX JaHHBIX HeomnpeaeaeHHoMY Kpyry jaul (cT. 3 @3 PO ot

27.07.2006 r. N 152-®3 «O nepcoHanbHBIX JAHHBIX).

[1.5. YHHuUTOKEHNE NMEePCOHANBHBIX JAHHBIX - JNEUCTBHS, B PE3yibTaTe KOTOPBIX
CTAaHOBHUTCS HEBO3MOYKHBIM BOCCTAHOBUTBH COJIEPIKaHHE MEPCOHATBHBIX JTAHHBIX B
WH(OOPMAITMOHHONW CHUCTEME TMEepPCOHANBHBIX JAHHBIX M (WJIKM) B PE3yJIbTare
KOTOPBIX YHUYTOXKAIOTCS MaTepHAIIbHBIE HOCUTEN NEPCOHATBHBIX JaHHBIX (CT. 3
@3 PD o1 27.07.2006 r. N 152-®3 «O nepcoHaIbHBIX TaHHBIX) ).
I1l. OCOBEHHOCTHU OBECIIEYEHUSA BE3OITACHOCTHU
IMEPCOHAJIBHBIX TAHHBIX ITPU UX OBPABOTKE B
WHO®OPMAIIMOHHOM CUCTEME ITEPCOHAJIBHBIX JTAHHBIX

I11.1. be3omacHOCTh, TEPCOHANBHBIX JAHHBIX JOCTHTACTCS IyTEM HCKITFOUCHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHCJIEC CIIY9alHOTO, JOCTYIa K IEepPCOHAITBHBIM
JAHHBIM, PE3YyJIbTATOM KOTOPOTO MOXET CTaTh YHUYTOXKEHHUE, HW3MCHCHHE,
OJIOKHpOBaHUE, KOMMPOBAHUE, PACIIPOCTPAHEHUE ITEPCOHANBHBIX JaHHBIX, a TAKKE
VHBIX HECAHKIIMOHUPOBAHHBIX JIEMCTBUM.

[11.2. be3omacHOCTh  TEPCOHANBHBIX  JAHHBIX TpH WX  00paboTke B
WH()OPMAITMOHHBIX CHCTEMax OO0CCIICUMBACTCS C IOMOIIBIO CHCTEMBI 3aIUTHI
MEPCOHANBHBIX JIAaHHBIX, BKJIIOYAIONIEH OpPraHU3AIMOHHBIE MEPhl U CPEJCTBA

3amuThl MHpOpMaruu (B TOM 4HCie IHQPpoBaTbHbIE (KpUNTOTpadUuecKue)



CpEIICTBA, CPEACTBA MPEAOTBPALIEHUSI HECAHKIMOHUPOBAHHOIO JOCTYIA, YTEUKU
uH(OpMAIUU MO0 TEXHUYECKUM KaHajiaM, MPOrpaMMHO-TEXHHUUECKUX BO3JIEHCTBHIMA
Ha TEXHUYECKHE CpEeACTBAa OOpabOTKH TMEpPCOHANBHBIX JAaHHBIX), a TaKKe
UCIIOJIb3yeMble B HMH(GOPMAIIMOHHON cHcTeMe HH(QOPMAIMOHHBIE TEXHOJOTHUU.
TexHuueckue W NPOTPAaMMHBIE  CPEJICTBA  JIOJDKHBI  YIOBJIETBOPSTH
YCTAHABIIMBAEMbIM B  COOTBETCTBUM C 3aKOHOJATENBCTBOM  Poccuiickon
®denepanuu TpeOOBaHUSIM, 00ECTIEUUBAIOITUM 3aIUTY UHPOPMALIUU.

[11.3. PaboTel mo oOecnedeHnio 0€30MacCHOCTH MEPCOHANBHBIX JAaHHBIX MPH HX
00paboTke B WHGOPMAIMOHHBIX CHCTEMax SBISIOTCS HEOTHEMJIEMOM YacThIO
paboT MO CO3AaHNI0 HH(POPMALIMOHHBIX CHCTEM.

I11.4. CpenctBa 3ammrtel MH(DOpManuu, OpUMEHSEMblEe B HMH()OPMALMOHHBIX
CUCTEMaX, B 00513aTEIbHOM HOPSAAKE IPOXOIAT MPOLETYpPY OLEHKU COOTBETCTBUS B
YCTaHOBJICHHOM 3aKOHOM IOPSI/IKE.

I11.5. Uudpopmanmonnsie  cuctemel B BIIOY  BO  «Yepenoseukuii
TEXHOJIOTMUECKUH KOJUIEJDK» KJIacCU(UUUPYIOTCS Ha OCHOBaHMM IpUKa3a
nupekropa bBIIOY BO «YepenoBeuknii TEXHOJOTUYECKUN  KOJUIEMXK», B
cootBeTcTBUM ¢ «[lopsinkoM mnpoBeAeHMs KiaccupUKaud HHPOPMAIIMOHHBIX
CUCTEM IMEPCOHAIBHBIX JAHHBIX», yTBepxkAeHHbIM mnpukazom DCTIK Poccuu,
®Cb Poccuun, Munundopmcesszu Poccun ot 13 despasia 2008 r. Ne 55/86/20, B
3aBUCUMOCTH OT 00beMa o0pabaThiBa€MbIX UMU MEPCOHATIBHBIX JIAHHBIX U YIPO3
0e30MacHOCTH  KM3HEHHO Ba)XHBIM HHTEpEcaM JIMYHOCTH, OOLIecTBa U
rocyaapcTaa.

[11.6. O6MeH mepcoHaNbHBIMU JAHHBIMH TIPU WX 00paboTKe B MH(POPMAIIMOHHBIX
CUCTEMaX OCYIIECTBIISIETCS MO KaHajgaM CBSA3M, 3allUTa KOTOPHIX 00ECreYrBaAETCS
NyTEM peaJn3aluyd COOTBETCTBYIOLUIMX OpPraHU3allMOHHBIX MEp, a TaKKe
MPUMEHEHUSI TEXHUYECKUX U (MJIM) MPOTPAMMHBIX CPEACTB.

I11.7. Pazmenienue wHOOPMAIIMOHHBIX CHUCTEM, CIEIHAIbHOE O0OpYJIOBaHHE W
OXpaHa TOMEUICHUM, B KOTOPBIX BeAETCS padoTa C MEePCOHATbHBIMU JaHHBIMHU,
opraHu3zaius pexxuma oOecrieyeHus: 0€30MaCHOCTH B ATUX MOMEIIECHUSIX JTOJKHBI
o0ecrieunBaTh COXPAaHHOCTb HOCUTENEW TMEpPCOHAJIbHBIX MJAHHBIX M CPEICTB
3alUThl MHPOPMAIMK, a TaKKe HCKIYaThb BO3MOXKHOCTh HEKOHTPOJIUPYEMOTO

IMPOHWKHOBCHUS UJIHU Hp€6BIBaHI/I$I B OTHUX INIOMCHICHHUAX ITIOCTOPOHHUX JIMII.



[11.8. besomacHOCTh  TEPCOHANBHBIX  JAaHHBIX TpU  ©UX  00paboTke B
WH(OPMAIMOHHONW CUCTEME TEPCOHAJIBHBIX JAHHBIX OO0ECHEYMBAET CHEIUANINCT,
OTBETCTBEHHBIM 3a oOecreyeHne O€30MacHOCTH HHPOPMAIIMOHHBIX CHCTEM
MEPCOHANIbHBIX JJAHHBIX.

IV. TPEBOBAHUSA 10 OBECITEYEHHUIO BE3OITACHOCTHU
IV.1. IIpu oOpaboTKe MepCcoHaNbHBIX JaHHBIX B MHPOPMAITMOHHON CUCTEME JTOKHO

OBITH OOECIIEUEHO:

IV.1.1.mpoBenenre  MEpONpPHUATHI, HANpPaBIECHHBIX HA  MPEJOTBPALLCHUE
HECaHKIIMOHUPOBAHHOTO JIOCTYIA K MEPCOHAIBHBIM JaHHBIM U (KJIM) NIepeaaun ux
JUIaM, HE IMEIOIITUM TIpaBa JOCTyTa K TaKoH HHGOpMAIIHH;
IV.1.2.cBoeBpeMeHHOe 0OHapykeHHe (HAKTOB HECAHKIIMOHUPOBAHHOTO JIOCTYIA K
MIEPCOHANILHBIM JTAHHBIM;

IV.1.3. Hegomymenune BO3/ICUCTBUS Ha TEXHUYECKHE CcpeacTna
aBTOMATU3UPOBAHHON 00paOOTKHU MEPCOHANBHBIX JAHHBIX, B PE3yIbTaTe KOTOPOIrO

MOKET OBbITh HAPYIIEHO UX (PYHKIMOHUPOBAHMUE;

IV.1.4. BO3MOXHOCTh HE3aMEIMTCIHPHOTO BOCCTAHOBJICHHUS II€PCOHATIBHBIX
JIAHHBIX, MOTH(PHUITIPOBAHHBIX WU YHUYTOKEHHBIX BCJICJICTBHE
HECAaHKIIMOHUPOBAHHOTO JIOCTYyTa K HUM;

IV.1.5. MIOCTOSTHHBIM KOHTPOJIb HaJ OOECIeUEeHHWEM YPOBHS 3allUIICHHOCTH

NNCPCOHAIBHBIX OAHHBIX.

IV.2. Mepomnpusatus mo obecrnedeHnio 6€30MacHOCTU MEPCOHABHBIX JTaHHBIX TPU
ux 00paboTke B UHPOPMALIMOHHBIX CUCTEMAX BKJIOYAIOT B CEOS:

IVv.2.1. OIpeJeNieHHe yrpo3 0Oe30MaCHOCTH MEPCOHABHBIX JAHHBIX MPU HX
o0OpaboTke, popMupoBaHUE HA KX OCHOBE MOJICTH yTPO3;

IV.2.2. pa3paboTKy Ha OCHOBE MOJIENW YIPO3 CHUCTEMBI 3aIUThl MEPCOHATBHBIX
JTaHHBIX, O0O0ECIeUYUBAIONICH HEUTpaIM3alMI0 TMpEArNojaraéMblXx  yrpo3 ¢
UCIIOJIb30BAaHUEM METOJOB U CHOCOOOB 3alllUThl MNEPCOHAIBHBIX JaHHBIX,
IPETyCMOTPEHHBIX I COOTBETCTBYIOIIETO Kilacca MHPOPMAIMOHHBIX CUCTEM;
IV.2.3.n1poBepKy TOTOBHOCTH CPEACTB 3aIIUThI HHOOPMAITUU K MCIOJIB30BAHUIO C
COCTaBJICHHEM 3aKIFOUYEHUN O BO3MOXHOCTH MX AKCILTyaTaluy;

IV.2.4.ycTaHOBKY M BBOJ B 3KCIUIyaTal[Mi0 CPEACTB 3alIUThl MHGOpMAIMU B



COOTBETCTBHHM C IKCIUTYaTAllHOHHON M TEXHUYECKOW TOKYMEHTAIUEN;

IV.2.5. oOyueHne JuIl, HCIOJB3YIONIUX CPEJICTBA 3alllUThl MHOOpPMAINH,
puUMeHsIeMbIe B MH(OPMAIIMOHHBIX CHCTEMaX, IIPaBUIaM padOThl C HUMU;
IV.2.6.ydeT nmpuMeHsIeMbIX CPEACTB 3allUThl HHPOPMAIUH, SKCILUTyaTal[MOHHON U
TEXHUYECKOM TOKYMEHTAIIMU K HUM, HOCUTEJIEH MepCOHAIbHBIX TaHHBIX;

IV.2.7. y4eT JHll, JAONYHICHHBIX K padoTe ¢ MNEPCOHAIBHBIMU JIAHHBIMH B

UH(OPMAIMOHHON CUCTEME;

IV.2.8. koHTpOJIb IO COOJIIOACHUIO YCIIOBHIM HCIIOJIB30BAaHUSA CPEJICTB 3aIUThI
uHopMaIuU,  MOPEIyCMOTPEHHBIX  AKCIUTyaTallAOHHOM W TEXHUYECKOU
JIOKyMEHTAITUH;

IV.2.9. pa3OupaTeNbCTBO M COCTaBIIGHHME  3aKIOYeHud 1o  ¢akram
HECOOJIIOJICHUST  yCIIOBUM  XpaHEHUsS HOCHUTENEH TMEepPCOHANIBHBIX  JAHHBIX,
WCITOJIB30BAHUS CPEJCTB 3alUThl HWH(POPMAIMHA, KOTOPHIE MOTYT TPUBECTH K
HapYIIEHUI0O KOH(QUICHIIMAILHOCTH TEPCOHAIBHBIX JAHHBIX WA JIPYTUM
HapYIIEHUSM, TTPUBOJISIIIIAM K CHIDKCHHUIO YPOBHS 3aIIMIIEHHOCTH TEPCOHATBHBIX
JAHHBIX, pa3padOTKy M  MPUHATHE MEp MO MPEJOTBPAIICHUIO BO3MOMXKHBIX
OTTACHBIX MOCEACTBUHN NOI0OHBIX HAPYIIICHUI;

IV.2.10. omnwmcaHue CUCTEMBI 3aITUTHI IEPCOHATBHBIX JAHHBIX.

IV.3. JInuiio, oTBETCTBEHHOE 3a OCYIIECTBICHHWE MEPONPHUSATHH IO 00ECTICYCHUIO
0€30MacHOCTH TMEPCOHANIBHBIX JAHHBIX MPH HX 00paboTke B MHGPOPMAIMOHHOU
CUCTEME YNOJHOMOYEHHBIM JIMLIOM, Ha3Ha4aeTcs npukazoM aupekropa bIIOY BO
«YHepernoBeukuii TEXHOJIOTUYECKUN KOJUIEK.

IV.4. Coucok  nuu,  MMEIOMUX  JOCTYNl K MEPCOHAIBHBIM  JaHHBIM,
YIOJITHOMOUYEHHBIX Ha 00pabOTKYy ATHUX JAaHHBIX M HECYIIUX OTBETCTBEHHOCTH B
COOTBETCTBHM C 3aKOHOAATENbCTBOM Poccuiickonn denepaunu 3a HapylLIEHHE
peXrMa 3alllUThl MEPCOHAJBHBIX JAHHBIX, YTBEPKAACTCS MPUKA30M IUPEKTOpa
BITOY BO «YepenoBelKUil TEXHOJIOTUUECKUMN KOS,

IV.5. Cneumnanuctel BIIOY BO «YepenoBelkuid TEXHOJIOTUYECKUM KOJIICIK,
KOTOpPBIM ~ JIOCTYl K  TIEpCOHAJIBHBIM  JaHHBIM, o0OpabaThiBa€MbIM B
WHOOPMAITMOHHONW CHCTEME, HEOOXOAWM Il BBIMOJTHEHUS WMH CIYXKEOHBIX

oOs3aHHOCTEM  (Hasiee — TOJNIB30OBATENM), JJII TOJYyYEeHHs] JOCTyma K



UHPOPMAIIMOHHOM CHCTEME HAaNpaBJsIIOT MHUCBMEHHBIM 3ampoc Ha UMs
OTBETCTBEHHOIO 3a 00ecrieueHne 0€30MacHOCTH EPCOHANBHBIX JaHHBIX.

IV.6. Ilpu obHapyxeHHH HapyIICHWH MOpsAKa MPEeJOCTaBICHHUS MEPCOHAIBHBIX
JaHHBIX  YINOJHOMOYEHHOE  JIMIO  HE3aMEUIMTEIbHO  MPUOCTAaHABIMBAET
IPEIOCTABIICHUE MEPCOHANBHBIX JIaHHBIX I10JIb30BATENSIM HH(OPMALIMOHHON

CUCTEMBI J10 BBISBICHHS IPUYMH HAPYIICHUU U YCTPAHECHUS ITUX IPUYHH.



